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Acceptable Use Policy
Statement of Intent
This Policy aims to safeguard children by promoting appropriate and acceptable use of information and communication technology (ICT).
It outlines the roles and responsibilities of all individuals who are to have access to and/or be users of, work-related ICT systems.

It ensures all ICT users have an acute awareness of risk, a clear understanding of what constitutes misuse and the sanctions that may be applied.

The policy refers to all information storage devices including cameras, mobile phones, computers and tablets.

Responsibility of Manager

· The manager is aware of how and why technology is used within the setting by staff and children.

· Access to the setting’s devices is managed and monitored. Passwords are securely stored.

· Personal data is managed securely online, in accordance with General Data Protection Regulations (GDPR) and data Protection legislation.

Responsibilities of Staff

· Ensure children are appropriately supervised whenever they are using devices.

· Access to internet is never unsupervised

· Use age appropriate material.

· Model safe practice when using technology with children.

· Ensure any information shared online for the purpose of learning journals is in accordance with the settings data protection responsibilities.
Responsibilities of Staff, Committee Members and Volunteers (i,e. Users)

As a User you should scrupulously avoid using technology to engage in activities that:

1. Are of questionable legality

2. Might affect the safeguarding and welfare of any child

3. Might harm the Pre-School reputation

4. Cause offence to others

5. Interfere with the Pre-School’s day to day business

6. Jeopardise the security of data, networks, equipment or software that might otherwise violate Pre-School policies 

All staff and committee must read this policy, and accept its terms, by signing an Acceptable Use Agreement annually. 

As a User you must:

1. Only use technology that you have the authority to use.

2. Use technology for the permitted purpose, in the permitted manner and only for authorised business.  It is a criminal offence to use an ICT system for uses other than those permitted by the Management Committee.

3. Only use approved email systems for Pre-School business.
4. Have the manager’s permission to use personal portable storage media e.g. USB stick, memory card, external hard drive.

5. Keep any portable technology secure and locked.

6. Immediately inform the Pre-School if any portable equipment is lost or stolen.

7. Ensure that only the setting’s mobile phone goes with any group leaving the setting.

8. Ensure that all communication with parents and staff, either within or outside of the setting, is compatible with your professional role.

9.  Promote and model positive use of current and new technologies and e-safety.

10.  Respect and comply with copyright and intellectual property rights.

11.  Report any misuses of technology, including unacceptable conduct of others to the Management and Committee.

12. Ensure that all parents entering setting are aware that the use of personal mobile phones is not permitted whilst in the room, and that they may be asked to remain outside until calls have ended. 

As a User you must not:

1. Use technology to access, create or send inappropriate, offensive or illegal material.

2. Disclose your password to unauthorised persons.

3. Access inappropriate websites or send inappropriate emails.

4. Take part in chain letters.

5. Browse, download or send material that could be considered offensive, and should report any accidental access of inappropriate materials to the owners.

6. Use chat-lines/chat-rooms or similar on Pre-School computers or phone systems.

7. Subscribe anyone to a mailing list without their permission.

8. Use any unlicensed software or illegally copy any computer software.

9. Install any software or hardware without the manager’s permission.

10.  Have mobile phones in the Pre-School during working hours – these should be kept in the lockable box provided. Mobile phones may be accessed during breaks. In the event of an important call, the manager may give permission and the call itself must be taken outside of the room.

11. Put any person you are speaking to on the phone on loudspeaker without their express permission.

12.  Images should never be taken on the settings mobile phone of the children, the building or staff without written consent from parents/carers and the manager; images should only be taken using Pre-School equipment.

13.  Induce others to do any of these things.
Photographs and Recording Devices
We recognise that photographs and video recordings play a part of life in pre-school. We ensure that any photographs or recordings taken of children in our setting are done with prior written permission from each child’s parent and only share photos with parents in a secure manner. We obtain this when a child is registered.

1. We ask for permission to use photographs for a range of purposes, including: use in child’s learning journeys; for display purposes; for promotional materials including our website etc..

2. If a parent is not happy about one or more of these uses, we will respect their wishes and find alternative ways of recording their child’s learning.

3. Staff are not permitted to take any photographs of a child on their own devices and may only use those provided by the pre-school. The setting manager will monitor all photographs and recordings to ensure that the parent’s wishes are met, and children are safeguarded.

4. Parents are not allowed to use any recording device or camera on the pre-school premises without the prior consent of the manager.

5. During special events, e.g Christmas or leaving parties, we will gain permission from all parents before any photograph or recordings are made. We ask that photos of these events are not posted on social media without permission from parents of all children included in the picture.

At Acorns we use tablets in setting to take photos of the children and record these directly on to their electronic learning journeys. We ensure that these devices are used for this purpose only.
Mobile Phones and Wearable Technology (including smart watches)
To ensure the safety and well-being of all children in our care we do not allow staff to use personal mobile phones during work hours.

Staff must adhere to the following:

1. Mobile phones and smart watches are stored safely in a lockable box during work hours.

2. Staff can use mobile phones on a designated break and then locked away again.

3. During outings, staff will use mobile phones belonging to the Setting. 

4. Photographs must not be taken on any phones, either personal or pre-school owned.
Social Networking Sites

The Pre-School expects staff and committee members to observe certain standards of conduct when using social networking sites.
1. Not name the Setting they are involved with (other than Acorns official sites)
2. Staff must not make comments relating to their work or post pictures in work uniform

3. Staff should not add parent/family member of any children in setting as friends.
4. If a parent asks questions relating to work, then staff should reply by asking them to come into setting or contact the manger

5.  Ensure any posts reflect their professional role in the community, considering the appropriateness of images and material posted.  
6. Report any concerning comments or questions from parents to the manager.

7. Follow the staff behaviour policy.

8. Not post anything that could be construed to have any impact on the pre-school’s reputation or relate to the pre-school or any child attending the pre-school in any way.

9. Not post information that is confidential to the Pre-School service users, staff, committee members, volunteers or suppliers.

If any of the above points are not followed then the member of staff involved will face disciplinary action, which could result in dismissal.
Parents and visitors’ use of mobile phones and social networking:

Whilst we recognise that there may be emergency situations which necessitate the use of a mobile phone, in order to ensure the safety and welfare of children in our setting, parents and visitors are kindly asked to refrain from using their mobile telephones whilst in the pre-school, collecting or dropping off their children.

We promote the safety and welfare of all staff and children and therefore ask parents and visitors not to post, publicly or privately, information about any child on social media sites. We ask all parents and visitors to follow this policy to ensure that information about children, images and information do not fall into the wrong hands.

Parents/visitors are invited to share any concerns regarding inappropriate use of social media to the manager/committee chair.
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The Old Police House, Little Market Place, Masham
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